In February 2022, the Executive Board of the Chamber made a decision to harmonize the The Guidelines for Money Laundering and Terrorist Financing Risk Assessment for Notaries with the risk assessments adopted at the session of the Government of the Republic of Serbia on September 30, 2021. The relevant Guidelines prescribe instructions, general principles and explain the obligations of notaries in the field of preventing money laundering and terrorist financing to which notaries are subject in accordance with the Law, which determines the actions and measures taken by notaries. The guidelines help to better identify the risks at the taxpayer level and give an idea of ​​the specific actions that need to be undertaken.



[bookmark: _Hlk97124110][bookmark: _Hlk97123912][bookmark: _Hlk97124177]Pursuant to Article 114, in conjunction with Article 6, paragraph 1 and Article 104, paragraph 1, item 8 of the Law on the Prevention of Money Laundering and the Financing of Terrorism (RS Official Gazette, Nos. 113/17, 91/2019 and 153/2020), item 9 of the General Provisions, Article 2, paragraph 1, item 3.b, Article 14 and Article 34, paragraph 2 of the 4th Directive (EU) 2015/849 of the European Parliament and of the Council, the National Money Laundering and Terrorist Financing Risk Assessment, the Weapons of Mass Destruction Proliferation Financing Risk Assessment, the Money Laundering and Terrorist Financing Risk Assessment in the Digital Asset Sector adopted at the meeting of the RS Government on 30 September 2021, the Executive Board of the Serbian Notary Chamber, at its meeting held on 21 February 2022, passed the following:


GUIDELINES FOR MONEY LAUNDERING AND TERRORIST FINANCING RISK ASSESSMENT FOR NOTARIES 

INTRODUCTION

Under the provision of Article 114 of the Law on the Prevention of Money Laundering and the Financing of Terrorism (hereinafter: the Law), the Serbian Notary Chamber (hereinafter: the SNC) has been authorized to independently issue guidelines for the implementation of the provisions of the Law. The Guidelines for Money Laundering and Terrorist Financing Risk Assessment and for the application of the Law on the Prevention of Money Laundering and the Financing of Terrorism for obliged entities falling within the competence of the SNC (hereinafter: the Guidelines) are aimed at securing the uniform application of the provisions of the Law by notaries.

The Guidelines set out instructions, general principles, and explanations of the notaries’ obligations in preventing money laundering and terrorist financing as they pertain to notaries under the Law, which defines actions and measures to be undertaken by notaries, as well as the competence of the Administration for the Prevention of Money Laundering (APML) and the competence of other authorities responsible for the implementation of the provisions of this Law. The Guidelines help to better identify the risks at the level of an obliged entity and give an idea of ​​the specific actions that need to be undertaken.

Article 1 of the Law stipulates that this Law lays down actions and measures for preventing and detecting money laundering and terrorist financing.

Article 4 of the Law stipulates that notaries are also obliged entities when they draft or certify (notarize) documents in relation to legal transactions specifically referred to in paragraph 2 of Article 4 of the Law on the Prevention of Money Laundering and the Financing of Terrorism. 

Article 6, paragraph 1 of the Law prescribes the obligation of the obliged entity to develop and regularly update a money laundering and terrorist financing risk analysis (hereinafter: the risk analysis) in accordance with the Law, the Guidelines, and the money laundering and terrorist financing risk assessment developed at the national level.

Special provisions of the Law from Article 57 to Article 62 define special obligations of notaries as obliged entities under the Law and set forth actions and measures to be undertaken by notaries, the fulfilment of which depends on the meeting of general obligations arising from Articles 5 and 6 of the Law. This follows from the fact that, in order to establish the elements of grounds for suspicion of money laundering or terrorist financing, it is necessary to apply those provisions of the Law that specify the grounds for identifying those elements and measures that must be undertaken in such cases. In view of that, when analysing the obligations of notaries, one should bear in mind primarily the purpose and the goal of the Law as a whole and then the reason for regulating the obligations of notaries in compliance with the special provisions, which are the consequence exclusively of specific powers vested with notaries in the Republic of Serbia.

A notary is under an obligation to use the data, information and documentation obtained on the basis of the Law solely for the purposes specified by the Law.

Articles 104 and 110 of the Law prescribe, inter alia, that the Notary Chamber is to perform the supervision of the application of this Law by notaries.

Article 114 of the Law stipulates that the authorities responsible for supervision may issue recommendations and/or guidelines for implementing the Law, independently or in cooperation with other authorities. 

These Guidelines are posted on the website of the Serbian Notary Chamber.

The Notary Chamber compiles a list of indicators for identifying the persons and transactions with regard to whom/which there are grounds for suspicion of money laundering or terrorist financing, which is posted on the websites of the Serbian Notary Chamber and of the Administration for the Prevention of Money Laundering, and notaries are required to apply it in each specific case.

Notaries are required as obliged entities to align the performance of the notarial activity with these Guidelines within 30 days from the date of posting the Guidelines on the website of the Serbian Notary Chamber: http://beleznik.org/index.php/sr/ 

A notary is to keep records of the data on the customers and transactions submitted to the APML, in the manner laid down by the Notarial Rules of Procedure.

Background

Through the Law on the Prevention of Money Laundering and the Financing of Terrorism (RS Official Gazette, Nos. 113/17, 91/2019 and 153/2020) the Republic of Serbia has achieved harmonization with the international AML/CFT standards issued by the Financial Action Task Force (the FATF) and with the relevant regulations of the European Union. The approach was introduced, which is based on the analysis and assessment of the money laundering and terrorist financing risk, to be made by obliged entities for every client and business relationship. 

The Law on the Prevention of Money Laundering and the Financing of Terrorism has expanded the risk assessment to include the level of the obliged entity, and it constitutes the main preventive law in combating money laundering and terrorist financing.

With a view to further improving the system for combating money laundering and terrorist financing, amendments to the Law were adopted, which entered into force on 1 January 2020, and these amendments were also the subject matter of FATF (Financial Action Task Force) Recommendations 22, 23, 28 and 40.

In June 2018, the Republic of Serbia drafted its National Money Laundering and Terrorist Financing Risk Assessment, based on the analyses entitled „Threat Assessment“ and „Vulnerability to Terrorist Financing“ for the period from 1 January 2013 to 31 December 2017, while the National Money Laundering and Terrorist Financing Risk Assessment, the Weapons of Mass Destruction Proliferation Financing Risk Assessment, and the Money Laundering and Terrorist Financing Risk Assessment in the Digital Asset Sector were adopted at the meeting of the RS Government on 30 September 2021.   

The National Risk Assessment, as a complex process and a document which is the product of an analysis, constitutes an important source pointing to the directions into which resources of the system should be channelled, i.e., the results of the National Risk Assessment provide useful information to financial and non-financial institutions, business organizations and liberal professions and serve as support in the risk assessments that the obliged entities will later make themselves at the level of their institutions. In the National Risk Assessment, threats to the system and its weaknesses (vulnerabilities) are defined, on which basis conclusions are drawn regarding the risks that the state is facing at the national level and at the level of individual sectors. Regular risk assessment is also an international standard, and the obligation to carry out a national risk assessment is provided for in the Law on the Prevention of Money Laundering and the Financing of Terrorism. The findings of the National Risk Assessment are taken into account in the process of developing the national strategy for combating money laundering and terrorist financing, and all participants in the system are required to allocate their resources in conformity with the findings of the National Risk Assessment.

In February 2020, the RS Government adopted a new, third Strategy against Money Laundering and Terrorism Financing for the period 2020-2024 which builds on the previous two strategies and is geared to developing a system for combating money laundering and terrorist financing in the Republic of Serbia in order to successfully deal with the risks identified in the 2018 Money Laundering Risk Assessment and the Terrorist Financing Risk Assessment, and to adopt measures that will be in keeping with the FATF standards.

The Strategy against Money Laundering and Terrorism Financing for the period 2020-2024  (hereinafter: the Strategy), adopted by the Government of the Republic of Serbia on 13 February 2020, sets forth that the Action Plan for the implementation of the Strategy (hereinafter: the Action Plan) will first be adopted for the period 2020-2022, and then it will be revised, after the development of the National Money Laundering and Terrorist Financing Risk Assessment in 2021 (hereinafter: the National Risk Assessment) in accordance with its findings.


Aim of the Guidelines

The Guidelines are not a single or comprehensive model, bearing in mind different obligations of notaries related to their competences as defined in separate regulations; instead, they constitute general guidance, which in all the cases must be adapted to the reality of each notary, in line with his/her practice and requirements of individual legal transactions. 

The Guidelines do not prescribe the manner, or the methodology, or the exact sequence of the steps to be undertaken by an obliged entity in order to make an internal risk assessment; instead, they should secure homogeneity and uniformity in the requirements for the application of the Law in the notarial profession. 

Research, both local and international, only helps an obliged entity to better understand the risks and get an idea about specific actions that need to be undertaken, but there is no single instruction for an obliged entity.

In the process of making risk analysis and assessment, it is of key importance to fully understand why money laundering or terrorist financing occurs in the first place. The broadest answer to this question is that they are committed to enable the “legalization” of crime and terrorism. Profit is of crucial importance to the majority of criminal groups and criminals invest huge efforts to transfer proceeds of crime or other illegally gained assets and to conceal the real nature and sources of funds at their disposal.

In order for terrorists to be able to carry out their operations, to organize attacks or maintain the infrastructure of their units and chains of command, they need funds and they need to transfer these funds between different territories. It is of utmost importance to both criminals and terrorists to be able to manage their working capital.

It is essential to first identify the sources of the money and assets they dispose of, and then to understand the consequences of actions of criminal groups and terrorists, assess certain high-risk situations in order to try and respond early enough and in a timely manner to such risks in the future, with a view to at least mitigating if not preventing them.

The aim of the Guidelines is to define the core elements and/or assumptions based on which the overall money laundering and terrorist financing risk assessment should be made for business operations of notaries, as well as the method for making the risk assessment/analysis in each individual case – i.e., at the level of the person with whom a business relationship is established (a customer, an associate, a contracting party, etc).

Likewise, the ML/TF risk for individual notaries can be quite different and the factors influencing this include the level of risk exposure, the competence of a notary, different options for injecting cash into the legal system in line with the practice that is followed, the highest-risk sectors according to the National Risk Assessment (the real estate sector) and the territory in which there is a higher risk of possible abuse of the system. The higher the risk, the higher the level of awareness among notaries which is needed and the stronger the need for more robust control mechanisms and prevention measures in order to apply effective prevention.


FATF Recommendations

In 1989, an intergovernmental body for the prevention of money laundering and terrorist financing was formed, known as: the Financial Action Task Force (hereinafter: the FATF) to coordinate efforts on the prevention of money laundering both in the international financial system and in national financial systems of its members.  

The core objective of the FATF is the elaboration and promotion of policies for combating money laundering and terrorist financing. It is the body that sets and oversees international standards for the regulations against money laundering and terrorist financing. 

The FATF first issued a comprehensive plan, known as Forty Recommendations, for combating money laundering, intended to constitute the basic framework for the anti-money laundering (AML) efforts and the application of measures to counter terrorists financing (CFT), designed for universal application. In its 2003 revision of those Recommendations, the FATF sought support in the combat against money laundering and terrorist financing from the so-called “gate keepers”; hence, it included as obliged entities designated non-financial businesses and professions, among others, notaries too.


In its Recommendation 1, the FATF recognized that the approach to combating money laundering and terrorist financing based on risk analysis and assessment constitutes an effective way to combat these harmful phenomena.

Obligation to make a multi-level risk assessment 

As regards the FATF recommendations, the key approach is the one based on the risk assessment, particularly when it comes to Recommendation 1, but this approach is also present in many other recommendations and it is of crucial importance for the implementation of other recommendations as well (e.g., recommendations 10, 26, 28 and others are also indirectly related to this issue).

Pursuant to Recommendation 1, the state should identify, assess, and understand the risks it is facing in the area of money laundering and terrorist financing and should undertake steps, including, as one of the steps, the designation of a body or a mechanism that will coordinate the risk assessment measures, and it should allocate resources for effective mitigation of such risks. 

A very important aspect of FATF Recommendation 1 refers to the manner in which obliged entities act, i.e., the extent to which the state has integrated the results of the risk assessment into regulations, with a view to ensuring that the assessment is "used" by all institutions in the system, i.e., that resources are allocated in such a manner that more resources are assigned to high-risk areas, compared to those recognized as low-risk areas, and the manner in which each of the groups of obliged entities approaches them.

In Recommendation 22, the FATF states that notaries will be subject to the obligations of (a) conducting due diligence of their customers, (b) keeping records, (c) identifying politically exposed persons, (d) implementing internal control measures, and (e) reporting suspicious transactions. 

These obligations should be fulfilled by applying the risk-based approach. This means that notaries must identify, assess, and understand their respective risks of money laundering and terrorist financing and develop their respective policies and procedures for risk assessment, and use resources in order to ensure that they are effectively mitigated. By adopting the risk-based approach, notaries should be able to ensure that the measures aimed at the prevention or mitigation of money laundering and terrorist financing are adequate for the risks they have identified, which enables them to take decisions on how to most effectively allocate their own resources. 

As mentioned in the introduction, the Guidelines constitute a minimum in terms of obligations required by the FATF, irrespective of any additional obligations that may be established by separate AML/CFT regulations and bylaws. 

Based on this assessment, notaries should apply the risk-based approach in order to put in place measures for the prevention or mitigation of money laundering or terrorist financing that are adequate for the identified risks. That approach should constitute the fundamental basis for an effective allocation of resources within the national AML/CFT regime and for the implementation of measures focused on risk in line with the FATF recommendations.





Strategy against Money Laundering and Terrorism Financing for the period 2020-2024

The overall objective of the Strategy (2020-2024) is to fully protect the national economy and financial system against the threat caused by money laundering, terrorism financing and the financing of the proliferation of weapons of mass destruction, whereby the system and integrity of the financial and non-financial sector institutions are strengthened, while safety, security and rule of law are promoted through active cooperation between the public and private sectors and the approach based on risk analysis and assessment. In this strategy cycle, the emphasis in the formulation of the overall objective was on the importance of active cooperation between the public and private sectors and the principle of the rule of law in the achievement of strategic goals. 

Moreover, unlike the previous strategy, which was divided into strategic themes, and then into objectives, measures and activities, this strategy features four specific objectives, namely:

1. Mitigate money laundering, terrorist financing and WMD proliferation risks through continuous improvement of the strategic, legislative and institutional frameworks, coordination and cooperation of all participants in the AML/CFT system and international cooperation; 

2. Prevent assets suspected of being proceeds from crime or funds intended for terrorist financing or proliferation of weapons of mass destruction, from entering the financial and non-financial systems and/or improve their detection if already in the system;

3. Punish money launderers in an efficient and effective manner and confiscate proceeds from crime;

4. Detect and eliminate terrorist financing threats and punish terrorist financiers.


Action Plan for implementing the Strategy Against Money Laundering and Terrorism Financing 


The Action Plan for the implementation of the Strategy against Money Laundering and Terrorism Financing is a mechanism for the application of the Strategy, that is, the objectives of the Strategy are further elaborated through the measures and activities set out in the Action Plan, which is adopted for a three-year period and constitutes an integral part of the Strategy.

Among other things, the Action Plan sets forth the obligation of the Serbian Notary Chamber, as a supervisory authority, to continuously perform off-site and on-site supervision of notaries by intensifying the implementation of on-site inspections of notaries from the aspect of preventing money laundering and terrorist financing. It further provides not only for the continued education of obliged entities, but also for the professional advancement of the Chamber as a supervisory authority.

On 10 February 2022, the Public Debate on the Proposed Action Plan for the Implementation of the Strategy against Money Laundering and Terrorism Financing for the period from 2022 to 2024 was concluded. 


Results of the Republic of Serbia’s National Risk Assessment for the Period from
1 January 2018 to 31 December 2020


The national risk assessment covers a period of three years, from 1 January 2018, when the previous risk assessment was made, to 31 December 2020.

The Republic of Serbia has so far conducted two national assessments of the risk of money laundering and terrorist financing, namely in 2012/2014 and in 2018. Both times, the World Bank methodology was used, that is, the instrument for national risk assessment designed by the World Bank. The World Bank's methodology was also used in the new national risk assessment, this time updated for the field of ​​terrorist financing.

A novelty in this cycle of the national risk assessment is the fact that for the first time the Republic of Serbia has conducted both an assessment of the money laundering and terrorist financing risk in the digital (virtual) asset sector and an assessment of the risk of financing the proliferation of weapons of mass destruction.
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1. [bookmark: _Hlk97210570]  NATIONAL MONEY LAUNDERING RISK ASSESSMENT


1.1. The assessment of the money laundering risk is the result of an assessment of money laundering threats (based, inter alia, on predicate offences) and national vulnerabilities to money laundering.

Based on the analysis of predicate offenses, sectoral threats and cross-border threats, the overall assessment of money laundering threats is “medium” with a “no change” tendency.

National vulnerability to money laundering was assessed as “medium” based on an analysis of the state's ability to defend itself against money laundering and an analysis of sectoral vulnerability.

The analysis performed in order to achieve the above goal for the Republic of Serbia showed that the overall risk of money laundering is "medium".


1.2. Predicate criminal offenses that are classified as high threats for money laundering are: tax offenses, abuse of the position of responsible person, unauthorized production and distribution of narcotics, abuse of official position, and illegal crossing of the state border and smuggling of people referred to in Article 350 of the Criminal Code (the CC). 

It was assessed that criminal offenses committed by organized groups also represent a high level of money laundering threat. The analysis considered additional criteria as well, such as assessing the prevalence of the grey economy, estimating dark and grey figures for certain predicate offenses, "drug routes" and migrant movements, the effects of the migrant crisis and the professional experience of the members of the Working Group was also used.

Predicate offences that are classified as medium threats for money laundering are: fraud, criminal offenses of forging of documents, namely forging a document and forging an official document, human trafficking, mediation in prostitution, as well as criminal activity based on illegal trade in goods. These criminal offenses are predominantly committed for the purpose of obtaining material gain.

Criminal offences classified as a low threat of money laundering are other criminal offences.


1.3. Growing money laundering threats: in the Republic of Serbia, in the period from 2018 to 2020, there was an increase in the number of committed crimes against the environment.

An analysis of individual cases in which persons were prosecuted for committing the crime of money laundering has revealed that the perpetrators of this crime were many persons who have registered farms and have opened specified-purpose accounts in commercial banks as natural persons.

The Republic of Serbia has also recognized the problem of illegal smuggling of protected wildlife species as a potential risk of money laundering.


1.4. The sectors most exposed to money laundering threats, according to the National Risk Assessment, include: the real estate sector, the banking sector and the online games of chance sector, followed by money changers, the casino sector and accountants. Attorneys-at-law, auditors, insurance companies, the car trade sector, real estate agents, payment and electronic money institutions, postal operators, and virtual asset service providers are the sectors that are exposed to medium risk of money laundering. The sectors of capital market, factoring, and notaries are exposed to medium-low risk. The sectors with the lowest exposure level, marked as “low”, include those of financial leasing providers and voluntary pension fund management companies and voluntary pension funds. 

When making his/her assessment, a notary has to bear in mind the above facts, and particularly those related to the threats and sectors that are most exposed to the money laundering threat. Bearing in mind that, according to the National Risk Assessment, the real estate sector belongs to the sectors that are most exposed to the money laundering threat, in performing the tasks falling within his/her competence, a notary is required to devote special attention to the legal transactions related to the trade in and disposal of real estate. 


Level of threat	Sectors

	1.
	High
	Real estate sector

	2.
	High
	Banking sector

	3.
	High
	Sector of online games of chance organizers

	4.
	Medium-high
	Casino sector

	5.
	Medium-high
	Accounting sector

	6.
	Medium-high
	Money changers sector

	7.
	Medium
	Attorneys at law sector

	8.
	Medium
	Audit sector

	9.
	Medium
	Insurance companies sector

	10.
	Medium
	Car trade sector

	11.
	Medium
	Real estate brokerage sector

	12.
	Medium
	Payment institutions and electronic money institutions

	13.
	Medium
	Postal operators

	14.
	Medium
	Virtual currency service providers

	15.
	Medium-low
	Capital markets sector

	16.
	Medium-low
	Factoring sector

	17.
	Medium-low
	Notary public sector

	18.
	Low
	Financial leasing providers sector

	
19.
	
Low
	Voluntary pension fund management company sector and voluntary pension funds





1.5. The following typical methods used for money laundering (modus operandi) have been identified in the Republic of Serbia:

1. the most commonly used money laundering modality could be described as a method of money laundering that involves the transfer of money through the accounts of several legal entities, based on the fictitious trade in goods and services, with the ultimate goal of making cash withdrawals from the account;
2. another significant modality of money laundering would certainly be the investment of proceeds of crime in purchases of real estate, vehicles, other high-value assets, businesses or the investment of cash in the business operations of companies;
3. the third most prevalent modality of money laundering is reflected in the use of businesses, especially craft shops, entrepreneurs, agricultural farms and natural persons for the transfer and payouts of cash on the basis of fake liabilities. 


1.6. Typologies of money laundering represent frequent techniques and patterns of behaviour used for money laundering, i.e., frequent patterns and trends in activities aimed at money laundering, which are identified as specific behavioural patterns because they represent a commonly used method, i.e., “a typology” in the activities of individuals and groups, which is why they are of great importance for detecting, establishing and countering money laundering. 

A basic division of money laundering typologies can be made based on whether the subject of money laundering are proceeds or assets originating from a previously clearly defined and established predicate criminal offense, or the predicate criminal offense or criminal activity from which the assets that are the subject of money laundering are generated cannot be precisely identified. Thus, the most elementary typologies of money laundering can be described as money laundering with a predicate crime and money laundering without a predicate crime, which is also called standalone money laundering.


1.7. The assessment of cross-border threats - a list of countries classified as high, medium or low money laundering threats has been established. 

In order to compile the list of countries posing a threat of money laundering for the 2018 - 2020 period, an analysis of data received from relevant state institutions was conducted for a total of 164 countries. Based on the results of the analysis, a list was established comprising 29 countries classified into three different categories according to the criteria of the World Bank and the Expert Team of the Coordination Body for the Prevention of Money Laundering and Terrorism Financing - 11 countries with high levels of money laundering threats, fifteen countries with medium levels of threat and three countries with low levels of threat.


1.8. Sector vulnerability – in addition to the state's ability to defend itself against money laundering threats, national vulnerability is also affected by the vulnerability of individual sectors that can be misused for money laundering. 

The financial sector of the Republic of Serbia consists of the banking sector, the insurance sector, the sector of financial leasing providers, the voluntary pension fund sector, the sector of other payment service providers and electronic money issuers (payment and electronic money institutions), the authorized exchange office sector, the capital market (broker-dealer companies, authorized banks, investment fund management companies and custody banks).

The non-financial sector of the Republic of Serbia consists of real estate agents, organizers of special games of chance in casinos and organizers of online games of chance, audit firms, entrepreneurs and legal entities engaged in the provision of accounting services, attorneys at law and notaries.

Tabular presentation of vulnerability assessment by sector
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2. [bookmark: _Hlk97211917]  NATIONAL TERRORIST FINANCING RISK ASSESSMENT 

The assessment of the terrorist financing risk at the national level was made by analysing threats of terrorism, impacts on the terrorist financing threat, the threat of terrorist financing, and vulnerability to terrorist financing, within which, inter alia, the NPO sector was analysed from the aspect of its vulnerability to terrorist financing.
	
2.1. The overall assessment of terrorist financing risk in the Republic of Serbia is assessed as MEDIUM LOW, taking into account that: 

The threat of terrorist financing posed by terrorists and terrorist organizations is assessed as LOW;

The threat of terrorist financing at the national level is assessed as MEDIUM TO LOW;

Sectoral risk of terrorism financing is assessed as MEDIUM;

The country's vulnerability to terrorism financing is assessed as LOW.

Bearing in mind that no criminal prosecution was undertaken in the observed period for the commission of the crime of terrorism and other crimes related to it, including the financing of terrorism, the threat of terrorist financing is LOW.

From the aspect of misuse for terrorist financing, the sectoral risk assessment has shown that  the financial sector is more susceptible to misuse than the non-financial one. The sectoral analysis has revealed that not all sectors have the same level of risk, but the products of the following sectors are the most vulnerable in terms of their misuse for terrorist financing: 
· issuers of electronic money;
· payment institutions;
· public postal operator;
· authorized money changers;
· digital (virtual) asset service providers;
· real estate agents;
· banks.

2.2. Exposure of non-profit organizations (hereinafter: NPO) to misuse for the purpose of financing terrorism in the Republic of Serbia, in the period 2018-2020, is low to medium, i.e., lower compared to the period covered by the previous risk assessment.

In the Republic of Serbia, the term "non-profit sector or non-profit organizations", as defined by law, covers organizations based on the freedom of association of several natural or legal persons that are not established for profit, but have the status of legal entity (associations, endowments, foundations, funds), as well as any other form of voluntary association for the purpose of achieving a common and/or general goal and interest, which does not use funds and assets for profit, i.e., for generating income for its founders, members, staff or other persons related to that association and whose work is not regulated by a separate law. 

2.3. Consequences for the system

The money laundering and terrorist financing risk assessment, in addition to the assessment of threats and vulnerabilities, also includes the assessment of the consequences for the system. They should be understood as damage that money laundering could cause, including the impact of criminal activity on the obliged entity, the financial system, society and the economy as a whole.

Bearing in mind that the threats and vulnerability have been assessed as medium, the consequences for the system should also be assessed the same.

The biggest and most adverse negative effects of money laundering can primarily be seen in the economic sphere, through the reduction in government revenues, less transparency, lower efficiency of the financial system, and a rise in the “grey economy”. At this point, its size in Serbia is not at an acceptably low level and, therefore, any increase would produce negative effects on the entire economic and financial system. As a rule, money laundering results in lower budget revenue due to tax evasion. It is one of the most common types of illegal income that is the subject of money laundering.

The problem of money laundering must be tackled as a complex phenomenon, in order to avoid its adverse effects. It is not easy to identify and recognize the path of “dirty” money, which certainly makes it more difficult to apply efficient and timely measures to detect, prevent and counter it. Money laundering is taking on new forms on a daily basis, with the use of various methods and means.



3. MONEY LAUNDERING AND TERRORIST FINANCING RISK ASSESSMENT IN THE DIGITAL ASSET SECTOR 


Back in 2014, the National Bank of Serbia issued a public warning that bitcoin is not a legal means of payment in the Republic of Serbia and that, due to the fact that there are no mechanisms for legal protection of investors, investing in bitcoin or similar virtual currencies not issued by central banks and whose value is not guaranteed by central banks poses a risk and may cause financial losses, and that anyone who engages in these or any other activities related to virtual currencies does so at their own risk and will personally bear financial risks arising from these activities.

In December 2020, the Law on Digital Assets, the Law on Amendments to the AML/CFT Law, and the laws on amendments to the tax laws were adopted, which have been implemented since June 2021. They regulate all aspects of business operations of virtual asset service providers and the virtual asset market in the Republic of Serbia.

In the Republic of Serbia, based on the incident rates of crimes, the most frequent types of misuse are criminal offenses related to ransomware, various forms of theft of cryptocurrencies (thefts of private keys) and transfers to cryptocurrency addresses under the control of the perpetrators, as well as various forms of fraud related to cryptocurrencies.

Pursuant to the Law on Digital Assets, notaries do not have the competence to make and certify legal transactions related to the trading in digital (virtual) assets and the provision of services related to digital assets. Payments for all transactions performed at notaries’ offices are governed by the laws that regulate financial and accounting operations. 


4. RISK ASSESSMENT OF THE WEAPONS OF MASS DESTRUCTION PROLIFERATION FINANCING


The risk assessment of the weapons of mass destruction (hereinafter: WMD) proliferation financing was made for the period from 1 January 2018 to 31 August 2021. 

The risk of financing WMD proliferation was assessed as "low to medium", and taking into account the legislative and institutional frameworks of the country, existing procedures in the country, procedures for licensing and issuance of permits, cooperation among institutions locally and internationally, an analysis of the preventive and repressive system, preventive actions and measures in the system, preliminary investigations and investigations, intelligence and other data, sector-specific risks, specific risks related to certain products and services, economic, demographic and geographical position of the country, as well as other factors relevant for the assessment of this type of risk and the final assessment of the country's exposure to threats and vulnerabilities related to the financing of the proliferation of weapons of mass destruction.

[bookmark: _Hlk173269473]The following member states are currently under the UN sanctions regime: Central African Republic (2013), Guinea-Bissau (2012), DR Congo (2003), Iran (2006), Iraq (2004), Lebanon (2006), Sudan/Darfur (2006), Mali (2017), Libya (2011), DPR Korea (2006), Somalia (1992), Yemen (2015) and South Sudan (2015), as well as Afghanistan/Taliban and Al-Qaeda, list of individuals (2002).

The use of illicit intermediaries and companies that provide support for the proliferation of weapons of mass destruction and front companies that operate on behalf of persons under the sanctions regimes of the United Nations and international organizations of which the Republic of Serbia is a member can be considered a high level of threat of the WMD proliferation financing. 


Notaries as obliged entities in terms of the Law on the Prevention of Money Laundering and the Financing of Terrorism 

Notaries are obliged entities when they prepare or certify (notarize) documents related to the following transactions:
1) purchase or sale of real estate or business companies,
2) asset management,
3) opening or management of an account with a bank (bank account, savings account or securities account),
4) raising of funds necessary for the creation, operation and management of business companies,
5) creation, operation or management of a business company or person under a foreign
6) law,
7) having as their subject a financial transaction or a transaction related to real estate.

Under the Law, a notary is required to put in place an adequate system for managing the money laundering and terrorist financing risk, regardless of the size and complexity of his/her notary office. This obligation is to be met by applying the risk-based approach. 

This means that notaries must identify, assess, and understand their respective risks of money laundering and terrorist financing, develop their respective policies and procedures for assessing the risk, and engage resources in order to ensure that they are effectively mitigated. 

By adopting the risk-based approach, notaries should be able to ensure that the measures aimed at preventing or mitigating money laundering and terrorist financing are adequate for the risks they have identified, which enables them to take decisions on how to most effectively allocate their own resources.

A notary is required to make and regularly update an analysis of the money laundering and terrorist financing risk in keeping with these Guidelines, which is based on the obligation to: 

· Perform customer due diligence; 
· Keep records; 
· Identify politically exposed persons; 
· Apply internal control measures, and 
· Report suspicious transactions.

The risk analysis must be proportionate to the nature and volume of the business operations, as well as to the size of the obliged entity, it must take into account the main types of risks (customer risk, geographic risk, transaction risk, and service risk) and other types of risks that the notary has identified due to the specific features of his/her business operations.

In the process of compiling a notary instrument and certifying a private document (notarizing it), the main guideline for notaries is the List of Indicators for identification of persons and transactions concerning whom/which there are grounds for suspicion of money laundering or terrorist financing, namely in the following situations:

1. The supporting documentation of the customer has deficiencies and does not contain the usual information, and/or the customer objects to the submission of personal documents, tries to identify himself/herself by using other documents, which are not personal documents, or submits only a photocopy of personal documents. 
2. The customer comes from a country that, based on the data of relevant international organizations and the Administration for the Prevention of Money Laundering, does not apply AML/CFT standards 
3. The customer performs an activity that is designated as a high-risk activity under the National Risk Assessment.
4. The customer’s structure is such that it is difficult to determine the beneficial owner or the person who has a controlling interest (customers using third parties, foundations, trusts or similar persons under foreign law, charitable and non-profit non-governmental organizations).
5. The customer performs an activity characterized by a high turnover or cash payments (such as: restaurants, betting shops, petrol stations, exchange offices, casinos, flower shops, dealers in precious metals, cars, works of art, transporters of goods and passengers, sports clubs, construction companies, real estate developers/investors...).
6. The customer is offering to pay for the notary service an amount which is higher than the usual fee charged for the particular legal transaction.
7. The customer is seeking advice for a legal transaction which may be associated with a criminal offence. 
8. The customer is represented by authorized persons in the cases where it is not usual for the particular type of legal transaction. 
9. The customer or the beneficial owner of the customer is an official (an official in terms of Article 3, paragraph 1, item 24 of the Law on the Prevention of Money Laundering is: an official of another country, an official of an international organization and an official of the Republic of Serbia).
10. The customer is an offshore legal entity or performs real estate transactions for natural and/or legal entities, residents and/or non-residents from offshore destinations or for offshore legal entities. 
11. The customer expresses an unusual request for the protection of privacy, especially with regard to data related to his/her identity, activity, assets or business operations and wants to assure the notary that it is not necessary to fill in or attach some of the required documents or the notary doubts the accuracy or completeness of the submitted documentation.
12. The customer expresses unusually high interest in the system of organization and control and supervision of business operations, after which he/she gives up on buying or selling real estate.
13. The customer shows great interest in data reporting requirements under the Law on the Prevention of Money Laundering and the Financing of Terrorism and is very familiar with cases related to money laundering or terrorist financing.
14. The obligation to submit the documentation to the competent government authorities is deterring the customer from entering into a legal transaction or the customer is terminating the business relationship without a valid reason, after a request for some additional clarifications. 
15. According to the publicly available information, the customer has connections with a criminal milieu or acts, or a bad reputation, his/her past illegal activities are well-known, or his/her background cannot be checked. 
16. The customer is selling a real estate unit after a relatively short period of time from its purchase despite the fact that thereby he/she is going to suffer a capital loss. 
17. Without any special reason, the customer requests an urgent appointment for the conclusion of a legal transaction.
18. The customer is a newly established local company whose initial capital is small or has no employees and invests considerable amounts of money in real estate purchases.
19. Suspicion that the parties to a legal transaction, for whom it is also assumed that they are related persons, frequently make purchases and sales on non-market terms.
20. Suspicion that the funds in a sales contract used for payment originate from borrowing for which the origin of funds cannot be established or it is associated with a moneylender, a person with a bad reputation.
21. The customer comes with a large amount of cash, gold, precious stones or securities that he/she wants to deposit or hand over for the performance of a certain transaction or establishment of a business relationship, in a manner that is unusual for regular financial operations or with obvious intent to circumvent financial institutions.


Obligations to perform customer due diligence 

In the case of notaries, customer due diligence includes identifying and meeting all the natural persons or legal entities that intend to participate in a legal transaction concluded in the form of a notary instrument or in the form of notarization. 

Measures that need to be applied are the following: 

· Identifying a customer and verifying the identity of that customer using reliable, independent authentic documents, data or information. 

· Understanding and, as needed, obtaining the information on the purpose and the intended nature of the particular business relationship. 

· Performing ongoing due diligence of the particular business relationship and carefully controlling the transactions that are carried out throughout the relationship in order to ensure that the transactions that are conducted are consistent with what the given notary has learnt about that customer, his/her business profile and risk profile, including the source of the funds, as needed.


Obligation to retain documents and keep records

Notaries must retain all the records obtained for the purpose of honouring the obligation to perform due diligence (e.g. copies of records on official identification documents, such as passports, identity cards, driving licences or similar documents), including the results of all the preliminary analyses that have been undertaken (e.g. the analysis of the background and purpose of complex, unusually large transactions) after the date of the given transaction. 

A notary and the persons employed by the notary are required to provide data to a court of law, an administrative body or other competent authority before which the proceedings are conducted, pursuant to the provisions of the laws governing such proceedings.

A notary needs to keep records on customers, business relationships and transactions, as well as on data submitted to the APML.

The records on customers, business relationships and transactions are kept in the General Notarial Register, where all documents drawn up or certified by a notary in connection with the transactions specified in Article 4, paragraph 2, of the Law are recorded.

Records on data submitted to the APML are kept in accordance with Articles 84a – 84ž of the Notarial Rules of Procedure (RS Official Gazette, nos. 62/2016, 66/2017, 48/2018 and 54/2018). The above provisions of the Notarial Rules of Procedure are aligned with relevant laws.

Obligation to identify politically exposed persons

This obligation means that notaries, besides ensuring that it has been established whether a customer is a politically exposed person, must apply enhanced due diligence measures. This implies, first of all, that they must have adequate risk management systems in place in order to establish whether a customer is a politically exposed person. 

Furthermore, in case the given customer is a politically exposed person, notaries must be aware of this circumstance at the time of entering into a legal transaction and must take all the measures in order to obtain information about the origin of assets and the origin of funds that the customer intends to use in that transaction. The requirements applicable to all the types of politically exposed persons should also apply to family members or close associates of those politically exposed persons.

Implementation of internal control measures 

The internal control programmes mean that notaries need to: 
· Establish AML/CFT policies and procedures that will be in force in their respective offices, including adequate screening procedures in order to ensure high standards when hiring staff. 
· Elaborate and maintain the programme of continued staff training; and 
· Establish an internal examination procedure to test the functioning of that system. 

These internal control measures will depend on the money laundering and terrorist financing risk identified in the requisite risk self-assessment and on the size of the professional activity. 

The notary is required to secure regular professional education, training and development of employees who perform the tasks of preventing and detecting money laundering and terrorist financing, as part of the activities undertaken for the purpose of efficiently managing the money laundering and terrorist financing risk.

Professional education, training and development implies acquiring knowledge about the provisions of the Law, regulations adopted pursuant to it and internal acts, technical literature on the prevention and detection of money laundering and terrorist financing, the list of indicators for identifying customers and transactions for whom/which there are grounds for suspicion of money laundering or terrorist financing, as well as the provisions of the regulations governing the freezing of assets in order to prevent terrorism and the proliferation of weapons of mass destruction and the regulations governing personal data protection.


Suspicious transactions reporting obligation
Duty to submit data

The obligation of reporting suspicious transactions implies that, if a notary suspects or has grounds for suspicion that the financial resources used in a transaction result from a criminal activity, or that they are related to the financing of terrorists, he/she must promptly report that to the Administration for the Prevention of Money Laundering.  

A notary is required to submit to the APML, at its request, all the available data, information, and documentation needed to detect and prove money laundering or terrorist financing, without delay and not later than within eight days from the date of receipt of the request.

In its request, the APML may set a shorter time limit for the submission of data, information, and documentation, if that is necessary for adopting the decision on a temporary suspension of a transaction or in other urgent cases.

The notary may request from the APML to extend the time limit for the submission of data, information, and documentation if, due to the volume of the documentation or other justified reasons, he/she has assessed that he/she is not able to act in a timely manner and meet the originally set time limit.

Prohibition of disclosure (No Tipping-Off)

The prohibition of disclosure (No Tipping Off) implies that a notary, i.e., his staff may not disclose to a customer or a third party:
1) that the APML has been sent or is being sent the data, information and documentation on a customer or a transaction suspected of money laundering or terrorism financing;
2) that the APML has issued an order to temporarily suspend a transaction, including access to a safe-deposit box;
3) that the APML has issued an order to monitor financial operations of the customer;
4) that proceedings against the customer or a third party have been initiated or could be initiated in relation to money laundering or terrorist financing.
 
The above prohibition of disclosure does not apply to the following situations:
1) when the data, information and documentation obtained and maintained by a notary in keeping with the Law are necessary to establish facts in criminal proceedings and if such data is requested by the competent court in conformity with law;
2) if the data on a customer or a transaction suspected of money laundering or terrorist financing is requested by a supervisory authority during the procedure of supervising the compliance with the provisions of the AML/CFT Law.

Data retention

As regards data retention, a notary is required to treat it pursuant to Article 95 of the Law and to keep the data and documentation in relation to a customer, a business relationship established with a customer, a performed risk analysis and a conducted transaction, obtained in accordance with the Law, for at least ten years from the date of termination of the business relationship, and/or completion of a transaction. 

Likewise, a notary is required to keep the data and documentation on the compliance officer, deputy compliance officer, professional training of employees and performed internal controls for at least five years from the date of the termination of duties of the compliance officer, completion of a professional training course or performance of internal control.

Obligation to compile and implement the list of indicators

A notary, as the obliged entity, is required to draw up a list of indicators for identification of persons and transactions for whom/which there are grounds for suspicion of money laundering or terrorist financing. When drawing up the list of indicators, the obliged entity is also required to include the indicators developed by the Serbian Notary Chamber.

In the drawing up of the list, the obliged entity needs to take into account the complexity and the volume of transactions, the unusual method of their performance, the value or interconnections of the transactions that are not based on economic or legal grounds, i.e., they are not in line or not commensurate with the usual or expected business operations of the customer, as well as other circumstances related to the status or other characteristics of the customer.

When establishing grounds for suspicion of money laundering or terrorist financing, an obliged entity is required to apply the list of indicators, and to also take into account other circumstances that indicate the existence of grounds for suspicion of money laundering or terrorist financing.


Obligation to identify the beneficial owner of a customer

An obliged entity is required to establish the identity of the beneficial owner of a customer that is a legal entity or a person under foreign law, by obtaining data referred to in Article 99, paragraph 1, item 13) of the Law, namely the following data: name, surname, date and place of birth and permanent or temporary residence of the beneficial owner of the customer.

The obliged entity is required to obtain the above data by inspecting the original or a certified copy of the documentation from a register maintained by the competent authority of the country of the customer's registered office, which may not be older than six months from the date of issue, a copy of which he/she is to keep in accordance with the law. On the copy he/she keeps, the obliged entity needs to write the date, time and name of the person who inspected the original or certified copy. The data may also be obtained by directly accessing an official public register in accordance with the provisions of Article 20, paragraphs 4 and 7 of the Law.

By way of example, in order for the obliged entity to obtain the above data, he/she can access the documentation from the register of the Business Register Agency or of other competent authorities of the country of the customer's registered office. Unlike the documentation for establishing and verifying the identity of a legal entity, which may not be older than three months, the documentation for identifying the beneficial owner of a legal entity and a person under foreign law may not be older than six months from the date of issue. Data can also be obtained by directly accessing an official public register. The extract print-out contains the relevant data, while the date, time and name of the person who accessed the data needs to be written on it and it will be retained in accordance with the law.

If it is not possible to obtain all the information about the beneficial owner of the customer from the official public register, i.e., the register maintained by the competent authority of the country of the registered office, the obliged entity is required to obtain the missing information from an original document or a certified copy of the document or other business documentation, provided to him/her by the representative, procura holder or attorney of the customer, and data that cannot be obtained in the previously mentioned ways for objective reasons, the obliged entity can also obtain by accessing commercial or other available databases and data sources or from the written statement of the representative, procura holder or attorney and the beneficial owner of the customer. In the process of establishing the identity of the beneficial owner, the obliged entity can obtain a copy of the personal document of the beneficial owner of the customer or a printout of that document.

The obliged entity is required to take reasonable measures to verify the identity of the beneficial owner of the customer, so as to know the ownership and management structure of the customer at any point in time and the beneficial owners of the customer.

In the event that, after all actions prescribed by law, he/she is unable to identify the beneficial owner, he/she is required to establish the identity of one or more natural persons who hold top management positions at the customer.

The obliged entity is required to corroborate by documents all actions and measures undertaken in relation to identifying the beneficial owner of the customer.

The obligation to identify the beneficial owner of a customer also pertains to a natural person. For the sake of clarity, the beneficial owner of a customer that is a natural person is a natural person who directly or indirectly controls the customer. The control of the customer is understood to mean the control of the transaction or business relationship, whose practical consequence is that the customer does not act for his/her own account. For instance, if a customer that is a natural person establishes a business relationship or carries out a transaction in the presence of another natural person from whom he/she receives instructions or carries out a transaction by reading a note with instructions, and the like, it can be suspected that the other person controls the customer-natural person.

When identifying the beneficial owner of a customer, obliged entities can use the Guidelines for identifying the beneficial owner of a customer and the guidelines for entering the beneficial owner of a registered entity into the Central Register, which are published on the APML's website http://www.apml.gov.rs


General principles of the model for combating money laundering and terrorist financing 

In the application of the Law, a notary has to take into account the following principles:

I – Risk-based approach which means that, when compiling notary instruments, a notary should take into account the due diligence measures and adjust them to customers, that is, depending on the ML/TF risk, assess the nature of their activity, the type of the clientele, whether a legal transaction is cash-intensive or not, the geographic area in which they operate, etc. In this respect, in order to make an adequate assessment and to understand the ML/TF risk, a notary has to draft the Internal Act, in compliance with Article 5 paragraph 3 of the Law, which should be practical and adapted to the business operations, in which he/she is to explain, describe, and assesses his/her exposure to the ML/TF risk associated with his/her activity. The scope and the level of detail of this document will depend on the risk level of the given notary related to his/her activity. The internal act of the notary on the assessment of the ML/TF risk must be at the disposal of the Serbian Notary Chamber in the procedure of supervising the work of the notary since it makes it possible to explain the adequacy of the AML/CFT policies and procedures that the notary in question has adopted.   

II – Level of awareness on the part of a notary and the entire notary office staff - A notary is responsible and legally required to adhere to the AML/CFT measures. A notary must be aware of the ML/TF risk and ensure that the necessary measures are undertaken to mitigate those risks in his/her office. When undertaking the measures, a notary has to bear in mind the results of the NRA for the period from 1 January 2018 to 31 December 2020. A notary has to ensure that all the employees in the notary office are aware of those risks and that they are taking the necessary measures to effectively reduce them. In this respect, the notary must actively participate in the introduced prevention system and provide the relevant training to all the employees in the office.              
                           
III – Adjustment to the activity performed - Naturally, the activity performed by notaries differs from the activities of other obliged entities under the AML/CFT Law. Special provisions of the AML/CFT Law are applied to the extent that is necessary to accomplish the goal of the Law, which means that a notary is also required to implement the actions and measures laid down by the provisions of the Law that have a general character (Articles 5 and 6 of the AML/CFT Law). That is why a notary should primarily bear in mind, when considering his/her obligations, the purpose and the goal of the Law as a whole, and then the specific responsibilities of the notaries in the Republic of Serbia, as well as the assessment and the results of the NRA. A notary must fully adjust the measures he/she is undertaking to the legal transactions that are specific to the territory in which he/she performs the activity (a predominantly urban or rural environment, the type of the legal transaction: increased trade in dwellings under construction, a larger number of construction developers/investors as participants in a legal transaction, involvement of real estate agents....), or to different markets on which they operate, and to the customers with whom they interact.   

IV – Pillars of prevention – are those that enable accurate identification of customers, knowledge about the sources of funds mobilized by customers, the type of legal transaction associated with the customer’s business and risk profiles. In this respect, even before establishing a business relationship, a notary should obtain all the information relevant to the concrete case in line with the risk it poses.

V- A practical and updated document – Preventive measures must not be the repetition of current regulations; they must describe the procedures that are effectively applied in a practical way. The internal act of a notary aimed at prevention must be adapted to the changes in the provision of services and in procedures. It must be practical and user friendly, rather than a purely formal document, thus enabling its effective implementation and easy adaptation to the activities a particular notary is performing and any changes that may occur in those procedures and activities.


PRIOR RISK ANALYSIS 

Risk assessment – definition

One of the actions and measures for preventing and detecting money laundering and terrorist financing is a risk analysis. The following three factors may have an impact on the risk assessment: the threat of an event, the vulnerability of the system, and the consequences of an event. A risk assessment is forming a judgement about threats, vulnerabilities, and consequences.

A threat can be a person or a group of persons, an object, or an activity, with the potential to cause harm to the institution, business operations, and reputation of an obliged entity. For instance, those could be clients who have been identified as, or are suspected of, being associated with illegal activities in whichever way, identified frauds, forged documents and similar situations.

A threat serves as the starting point in the risk analysis and that is why it is also very important to assess the environment – in which proceeds from crime are generated and criminal offences are committed. An obliged entity must take into account the conclusions arrived at in the National Risk Assessment and see how the environment and risky acts impact his/her business operations, and to which extent and degree the concrete obliged entity was exposed to certain criminal offences. All the other analyses of individual threats are also useful – for example, typologies and trends identified in the reports of the Administration for the Prevention of Money Laundering, the supervisory authority, etc. 

The notion of vulnerability, within the meaning in which it is used in the risk assessment, includes all those things that could be used in the case of a threat or that could support and facilitate the effects of a threat. The aim is to focus on those factors that constitute weaknesses in the system for the prevention of money laundering and terrorist financing and the system of controls. At the level of an obliged entity, vulnerability is everything that makes an institution particularly exposed to money laundering and/or terrorist financing (lack of knowledge about the regulations governing this field, inadequate application of statutory provisions, inadequate training, a complex or inadequate organizational structure of the obliged entity, vaguely defined obligations in the process and the like).

The consequence is related to the impact or damage that money laundering or terrorist financing could exert or inflict and it includes the impact of a criminal or terrorist activity underlying such an action on the financial systems and institutions, as well as more generally, on society and the economy as a whole. According to the nature of their effects, consequences can be short-term and long-term. Consequences affect the reputation and attractiveness of the financial and non-financial sectors of a state. A consequence could be measured by the level of fine imposed on a financial or non-financial institution because of the failure to adequately counter the risks or could be measured by the tarnished reputation of the obliged entity that has facilitated money laundering, as it were, by the inadequate risk analysis and mitigation measures.

The phase of analysis is key to the risk assessment. The identification of all risk factors and categories is followed by the determination of the weight of the factors or by the money laundering and terrorist financing risk assessment for each factor. The risk level is determined individually for each factor in relation to the other risk factors, thus determining their impact on the overall risk of the obliged entity. 

After undertaking customer due diligence, an obliged entity needs to draw a conclusion on the risk levels. Obliged entities can use a risk matrix as a risk assessment method in order to identify customers that are low, medium or high risk of money laundering and terrorist financing.

When classifying the risks, an obliged entity can introduce additional levels of the ML/TF risk, in addition to the low, medium or high ML/TF risk. The risk matrix is a living instrument and it changes in line with the changes in the circumstance of the actual obliged entity.

The main objective of developing a risk matrix is the application of the principle based on the risk assessment in ranking obliged entities according to the exposure to the ML/TF risk. Based on the data and information from the risk analysis, they are included into the risk matrix and the level of the ML/TF risk to which an obliged entity is exposed is thus established as the final result.

An obliged entity is required to set out in the internal act how frequently he/she will monitor the customers classified as low ML/TF risk, how frequently he/she will monitor the customers classified as medium ML/TF risk, and how frequently he/she will monitor the customers classified as high ML/TF risk.

The risk analysis comprises the analysis of the risks for the overall operation of the obliged entity, and the analysis of risks for each group or type of customers, business relationships, and services that the obliged entity is providing as part of its activity, or a transaction.

The effectiveness of the ML/TF risk management by an obliged entity is assessed on the basis of the established quality of the system of controls and the risk management system and it is observed through the following levels of activities of an obliged entity: risk management, internal regulations, internal controls, compliance, reporting, and training. The main objective of the implementation of those activities is the establishment of an adequate system of control and risk management with a view to mitigating the existing risks, as well as the analysis and management of potential risks.

In order to determine the level of their exposure to the ML/TF risk, obliged entities must know every segment of business operations in the domain where the threat of money laundering or terrorist financing can emerge, i.e., they must assess the vulnerability in relation to the threat. It is necessary to identify the risks at all levels of management, from the operational level to the top management and to include in that process all the employees of an obliged entity. The actual size and complexity of the business operations of an obliged entity play an important role in determining the vulnerability of the obliged entity.

The obliged entity needs to assess the exposure to the ML/TF risk, i.e., the probability of the negative impact arising from the risk, as well as the impact of the risk on the objectives of business operations. The analysis of the ML/TF risk of a notary proceeds from the assumption that different types of legal transactions that are entered into in line with the competences of the notary are not equally vulnerable to the abuse for money laundering or terrorist financing purposes. The risk analysis is made in order to enable the application of control measures that are proportionate to the identified risk, and/or to focus on those clients, countries, products, services, transactions, business operations that potentially pose the highest risk.

Risk analyses and assessments are made with the aim of establishing the probability of money laundering and terrorist financing. The risks a notary is facing need to be analysed from the standpoint of determining the probability of occurrence of a certain event and the assessment of adverse impact that could materialize in such a case.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          

Based on the findings of the risk analysis, the priority actions need to be defined. It is up to the notary to decide in which way he/she will mitigate the risks (for example, whether he/she will refuse to perform an official act, whether more attention will be devoted to certain transactions, whether the level of training needs to be raised at the obliged entity, etc.). It is necessary to immediately respond to a high risk, without any delay, as soon as possible to a medium risk, while lower risks should be monitored.  

The ML/TF risk is specific to each and every notary and calls for an adequate management approach, commensurate with the level and structure of risks, as well as with the volume of business operations. The ML/TF risk management objectives and principles should help notaries to establish adequate business policies and procedures, including the rules on customer due diligence, promotion of ethical and professional standards, and prevention of misuse of notary’s business activities for criminal activities.

The main objective of the risk analysis is for a notary to prevent any possibility of an official act related to a legal transaction concluded through notarization or a notary instrument being performed at his/her office, whose subject are proceeds from crime or funds intended for terrorist financing. The risk mitigation measures should enable timely identification at the notary’s office of certain behaviours that may point to these phenomena. The consequence of the established suspicion should be the timely reporting of suspicious activities.

Once all the phases are completed and a notary’s risks are established, it is necessary to document the results. A decision needs to be taken on who will participate in the risk assessment, how the data will be collected, what will be used, and then, once the results are established, they need to be converted into a written document, which will be of greatest importance precisely because of the results and the risk assessment, besides the definitions of main terms and the description of the work methodology. The essential thing is to see the results and how one has arrived at individual results, as well as how the identified country risks are reflected on an individual obliged entity.

Once the risks are identified and analysed, the strategy for managing the ML/TF risk needs to be implemented, to enable a notary to pursue an adequate internal policy and follow the procedures for risk mitigation or elimination with a view to removing the notary’s reputational risks, operational risk, risk of a penalty imposed by the supervisory authority, and various other forms of risks. The defined internal policy and procedures need to be approved by the management and they apply to all the employees of the obliged entity. 

The established business policies and procedures should enable an obliged entity to effectively manage the identified risks and to mitigate them, as well as to focus on the area of his/her operation that is most susceptible to different forms of abuse, for the purpose of preventing money laundering and terrorist financing.

Types of risks for notaries

The risk analysis must be proportionate to the nature and volume of business operations, as well as to the size of an obliged entity, it has to take into account the basic types of risks (customer risk, geographic risk, transaction risk, and service risk) and other types of risks that the obliged entity has identified due to the specific features of his/her business operations.

A risk analysis needs to contain:

1) The analysis of risks for the overall operation of the obliged entity. This is an assessment that the obliged entity needs to make on an annual or biennial basis, depending on the nature and volume of business operations, as well as on the size of the obliged entity;

2) The analysis of risks for each group or type of customers, business relationships, or services that the obliged entity provides as part of its activity, or a transaction. This is an individual risk assessment, which needs to be made at the level of a customer, business relationship or every transaction. 

In addition to the mentioned risk categories, an obliged entity can also define additional ones in his/her internal act and provide for adequate actions and measures referred to in this Law for these risk categories.

Based on the risk analysis, an obliged entity needs to put a customer into one of the following risk categories:  

1) Low ML/TF risk for which, as a minimum, simplified actions and measures are to be applied;  
2) Medium ML/TF risk for which, as a minimum, general actions and measures are to be applied;  
3) High ML/TF risk for which, as a minimum, enhanced actions and measures are to be applied.

In its internal acts, an obliged entity can also provide for additional categories of risk, besides those described above, and can define adequate actions and measures laid down by this Law, for these categories of risk. The system has to secure that the risks are comprehensively identified, assessed, supervised, mitigated, and managed. Thus, for example, in accordance with Article 6 of the Law, an obliged entity may monitor the customers classified as low risk at least once in 2 years, the customers that are medium risk at least once a year, while the customers that are high risk need to be monitored at least once in 6 months.


For the purposes of these Guidelines, the risk assessment should cover as a minimum the following main types of risks: 

· Geographic risk, 
· Customer risk, 
· Service risk for services rendered by the obliged entity within his/her activity,
· Transaction risk. 

In case other types of risks are identified – depending on the specific features of his/her business operations – the obliged entity should also cover these types of risks by the assessment.

1.1. Geographic risk means the risk which depends on the geographical area where the territory of the country of origin of the customer, its owner or the majority founder, the beneficial owner or the person who otherwise controls the business operations of the customer, is situated or where the country of origin of the person who is transacting with the customer is situated.

The factors that serve as a basis to determine whether a country or a geographical location carries a higher ML/TF risk include: 

1) States against which the United Nations, the Council of Europe or other international organizations have applied sanctions, embargoes or similar measures; 
2) States that are designated by credible institutions (the FATF, the Council of Europe, etc.) as states that do not apply adequate AML/CFT measures; 
3) States that are designated by credible institutions (the FATF, the UN, etc.) as states that support or finance terrorist activities or organizations; 
4) States that are designated by credible institutions (e.g. the World Bank, the IMF) as states having a high level of corruption and crime;
5) off-shore legal persons, in conformity with the Law.

A list of countries having strategic deficiencies in their AML/CFT systems is posted on the website of the Administration for the Prevention of Money Laundering. The list of countries is based on:

1) FATF (the Financial Action Task Force) statements regarding the countries that have strategic deficiencies in their regimes on anti-money laundering and countering terrorist financing and pose a risk to the international financial system.
2) FATF statements regarding the countries/jurisdictions that have strategic deficiencies in their regimes on anti-money laundering and countering terrorist financing, but have expressed commitment at the highest political level to eliminate the identified deficiencies and developed for that purpose an action plan in cooperation with the FATF geared to addressing the recognized deficiencies, and which are under an obligation to report on the progress made in the elimination of the deficiencies, 
3) The reports on the evaluation of national systems for combating money laundering and terrorist financing prepared by international institutions (the FATF and the so-called FATF-Style Regional Bodies, such as the Council of Europe’s Committee Moneyval). 

Customers that have a contractual relationship and do business with persons from off-shore zones present a higher ML/TF risk.

A customer that has a contractual relationship with a client from the region can present a low ML/TF risk.

1.2. An obliged entity will determine the approach to the customer risk based on his/her own experience and knowledge of business rules. Nevertheless, he/she is required to apply the restrictions defined by the Law and other regulations governing the prevention of money laundering and terrorist financing.

The following unusual activities can point to a higher risk: 

· Foreign legal entities that are not engaged and may not be engaged in the activity of trading in the country in which they are registered,
· Trusts,
· Charity or other non-profit organizations, 
· Customers whose complex organizational structure or nature points to the concealment of beneficial ownership or the unexplainable use of legal entities or legal arrangements,
· Customers establishing their business relationships, or conducting transactions in unusual circumstances, such as, for example: a considerable, that is, unexplainable geographical distance between the customer’s registered address and the obliged entity, as well as frequent and illogical changing of business partners for the same business deals,
· Customers suspected of not acting for their own account,
· Customers engaged in cash intensive businesses,
· Casinos and other organizers of games of chance, betting shops,
· Customers whose activity is not profit-oriented, that carry out certain transactions using large amounts of cash.
· Customers whose profile (e.g. age, training, income or activity) is not consistent with the transaction they intend to perform.

A notary is required to define a procedure for establishing whether a customer or a legal entity is an off-shore legal entity under the provisions of the Law. In order to establish whether a customer is an off-shore legal entity, an obliged entity can use the lists of the IMF, the World Bank or the list of countries which is an integral part of the Rulebook on the List of Jurisdictions with Preferential Tax Regimes (RS Official Gazette, no. 122/12).

We further stress that, if a notary has assessed that the customer is an off-shore legal entity or that an off-shore legal entity appears in the ownership structure of the customer, he/she needs to obtain a written statement of the representative of the customer explaining the reasons for such a structure, as well as to examine whether there grounds for suspicion of money laundering or terrorist financing, and draw up an official note thereon, which he/she shall keep in conformity with the Law.

Officials[footnoteRef:1] [1:  An official is an official of another state, an official of an international organization, and an official of the Republic of Serbia;
An official of another state is a natural person, who is holding or held a high public office in another state in the past four years, namely:
- Head of state and/or head of government, government member and their deputies,
- An elected representative of a legislative body,
- A judge of the supreme or constitutional court or of other judicial bodies at a high-level, against whose judgments it is not possible, save in exceptional cases, to file further regular or extraordinary legal remedies,
- A member of a court of auditors, or supreme audit institution or governing board of a central bank, 
- An ambassador, a chargé d’affaires or a high-ranking officer of the armed forces,
- A member of a managing or a supervisory body of a legal entity that is majority owned by a foreign state,
- A member of a governing body of a political party;
An official of an international organization is a natural person, who is holding or held a high-level public office in an international organization in the past four years, such as: a director, a deputy director, a member of a managing body, or other equivalent office in an international organization;
An official of the Republic of Serbia is a natural person, who is holding or held a high-level public office in the country in the last four years, namely:
- president of the country, prime minister, minister, state secretary, special advisor to a minister, assistant minister, secretary of the ministry, directors of agencies under the auspices of a ministry and their assistants and directors of special organizations, as well as their deputies and assistants,
- A member of parliament,
- A judge of the Supreme Court of Cassation, the Commercial Appellate Court and the Constitutional Court,
- President, vice president and a member of the council of the State Audit Institution,
- Governor, a Vice-Governor, a member of the Executive Board and a member of the Council of the Governor of the National Bank of Serbia,
- A person holding a prominent office in diplomatic - consular offices (ambassador, consul general, chargé d’affaires),
- A member of a management body in a public enterprise or a company majority-owned by the State,
- A member of a governing body of a political party;
Close family members of an official are the spouse or extra-marital partner, parents, siblings, children, adopted children and stepchildren and their spouses or extra-marital partners;
A close associate of an official is a natural person who draws common benefit from property or from a business relationship or who has other types of close business relationship with the official (e.g. natural person who is the formal owner of a legal entity or a person under foreign law, whereas the actual benefit is drawn by the official); The top management is a person or a group of persons who, in keeping with the law, manages and organizes the business operations of an obliged entity and is responsible for ensuring the legality of work.
] 


The customers that are subject to enhanced due diligence include foreign and local officials in keeping with the Law. An obliged entity is required to define in his/her internal act a procedure for establishing whether the customer with whom a business relationship is to be established is a foreign or a local official.

Under the provisions of the Law, an official as a politically exposed person is a high-risk customer and, therefore a notary must carry out an analysis in all the cases where such a person appears as a customer that is defined as a politically exposed person according to the criteria in the Law and the Guidelines, before entering into a business relationship or performing a transaction worth EUR 15,000 or more, if the business relationship has not been established.

The enhanced customer due diligence implies implementation of additional measures, namely:

1. Collection of data on the origin of funds and assets that are or will be the subject of the business relationship, or of the transaction, namely from personal documents and other documentation submitted by the customer. If it is not possible to obtain such data in the described manner, the obliged entity will take a statement about their origin directly from the customer,

2. Collection of data on the origin of all the assets owned by the official,

3. Mandatory written approval obtained from the higher-ranked responsible person prior to entering into the business relationship with such a customer, ensuring that the employee of the obliged entity, who is managing the procedure for establishing the business relationship with the official, prior to establishing such relationship, has obtained written approval from the top management. The internal acts of the obliged entity should define the person who is responsible for issuing the written approval. That can be a member of the top management referred to in Article 52, paragraph 3 of the Law or some other member.

4. Particularly careful monitoring of transactions and other business activities that a politically exposed person is performing at the obliged entity, namely after establishing the business relationship.

The obliged entity can obtain the information on whether the concrete person is an official or not from a special, personally signed written statement, which the customer needs to complete prior to entering into the business relationship or conducting a transaction.

The written statement should include the following data:

1) The name and surname, permanent residence, date and place of birth of the customer who is entering into a business relationship or originating a transaction, as well as the number, type, and name of the issuer of a valid personal document,
2) A statement whether the customer is an official – a politically exposed person or not according to the criteria defined in the Law,
3) Data on the type of a politically exposed person (whether it is a person who is holding or held a prominent public office in the past four years, or a family member of a politically exposed person or a close associate of a politically exposed person),
4) Data on the duration of the term in office, if the customer is a person who is holding or held a prominent public office in the previous four years,
5) Data on the type of the public office the person is holding,
6) Data on the family relations, if the customer is a member of the family of a politically exposed person,
7) Data on the form and manner of business cooperation if the customer is a close associate of the person.

An obliged entity can also obtain data on an official by accessing public and other accessible data (the obliged entity will form his/her own judgment as to the extent and degree to which he/she will regard the publicly available information as credible and relevant for the analysis of the customer (the data on politically exposed persons), and he/she may check such data by accessing the website of the Anti-corruption Agency, the websites of the government bodies in charge of maintaining the register of officials of other states, consular representative offices or embassies of foreign states in the Republic of Serbia, or the Ministry of Foreign Affairs of the Republic of Serbia and other publicly available databases.

An enhanced analysis of politically exposed persons is preventive in its nature and it must not have a punitive character nor should it be construed as stigmatization of politically exposed persons as persons involved in a criminal activity. Refusal of a business relationship with a customer based only on the fact that he/she is a politically exposed person contravenes the purpose of the Law and the FATF recommendations.

Another situation in which the obliged entity is required to classify the customer as high risk is when the business relationship is established, and the customer is not physically present, and there are circumstances that indicate that the legal transaction, based on its contents, is a legal transaction in which the ML/TF risk is increased. Such a situation applies to both legal entities and natural persons. If an attorney is establishing a business relationship on behalf of a legal entity, such a legal entity must be a high risk.

In these situations, an obliged entity is required to apply enhanced due diligence measures, namely: to collect additional information on the identity of the customer (for example, additional personal documents, business documentation, authorizations signed by the responsible person, etc.), to determine the reasons for the establishment of the business relationship without physical presence, to determine the reasons for establishing the business relationship in Serbia, to make further contact with the client over the phone, via e-mail, Skype, Viber or otherwise, to collect yet another identification document for the client, etc.

In order to avoid repeating the procedures for identification of a customer, when entering into a legal transaction in which attorneys participate, a notary is not held liable for the identification of the principal when he/she relies on the data collected by another obliged entity in the identification process; instead, the responsibility for customer due diligence is with the obliged entity who has performed the identification of the principal. The notary with whom an attorney participates in a legal transaction is held liable only at the level of reporting suspicious transactions to the APML.

1.3. Service risk implies that, in the compiling or certifying of a notary instrument, there are indicators suggesting that elements of the legal transaction are fictitious or faked and that they are masking an illicit objective:

· Conducting real estate transactions between parties within an unusually short period of time and without visible legal, economic or other justified reasons,
· Services in which notaries, acting as the persons authorized to manage deposit accounts, actually receive and transfer funds through the accounts of the parties, managing the funds for which there is a grounded suspicion regarding their origin,
· Payments for which it is clear to the notary that a disproportionate fee has been paid, e.g. where the customer fails to provide justified reasons for the amount of the fee,
· Unusually high values of assets or unusually large transactions compared to those that can be expected from customers of a similar profile can be an indicator that the customer that otherwise would not have been classified as a higher risk, should be designated as such,
· Powers of attorney given on unusual terms, and reasons cited for such terms are not clear or are illogical.

1.4. Transaction risk means the obligations of the customer in the compiled or certified notary instrument, which are related to: 

· Carrying out transactions for the customer related to real estate or to status-related changes of a company coupled with a real estate transaction, which include: complicated financial transactions; payments to/from third parties as well as cross-border payments, cash payments, offsetting former claims against the selling price, the amount of the selling price that is considerably higher or lower than the market value of the real estate,
· Transactions involving parties with permanent residence in tax heavens, 
· Transactions performed on behalf of minors, persons with disabilities, or other persons, who are economically unable to conduct such a transaction,
· Transactions involving persons who are defendants in judicial proceedings or convicted of criminal offences or persons who are known for or suspected of being connected with criminal activities, according to the publicly available information,
· Transactions involving companies registered in tax heavens, when the characteristics of such transactions match those included in the List of Indicators,
· Transactions in which there are indications or certainty that the parties are not undertaking actions in their own name and for their own account but are rather trying to hide the identity of the actual customer,
· Real estate transactions in which the parties do not demonstrate any special interest in the characteristics of the real estate that is the subject of the transaction (e.g. the quality of construction, the location, the date of completion of works and the possession of the occupancy permit for dwellings under construction, etc.),
· Transactions in which the parties do not seem to be particularly interested in achieving a more favourable price for the transaction or in negotiating better payment terms, and insist on the prompt completion of the transaction, without any particular reason;
· Lending/borrowing transactions between parties,
· Transactions between parties indicating unusual terms or clauses in loan/credit agreements that have the executive out-of-court mortgage as collateral. For example, unusually short or long repayment periods, interest rates significantly higher or lower than market rates, a single bullet repayment on the maturity date, or unexplained consent for releasing a mortgage significantly before the originally agreed maturity date of the debt,
· Transactions involving unconnected or unknown third parties and payments of fees in cash when it is not the usual payment method,
· Transactions related to inheritance law in which the testator was known to the notary as the person who had prior convictions or was under suspicion.

[bookmark: _Hlk173494473]Actions and measures to prevent and detect money laundering and terrorist financing

When engaging in their respective activities, obliged entities must act in compliance with the obligations prescribed by the Law and are required to ensure adherence to the prescribed measures and activities of obliged entities at all the levels, so that the entire operation of obliged entities is conducted in keeping with the Law.

Actions and measures to prevent and detect money laundering and terrorist financing need to be undertaken before, during, and after a transaction or the establishment of a business relationship and include the following:

1. Customer due diligence; 
1. Submitting information, data, and documentation to the APML;
1. Designating the person responsible for the fulfilment of obligations laid down by the Law (compliance officer) and his/her deputy, as well as securing adequate conditions for their work;
1. Regular professional education, training, and advancement of staff;
1. Ensuring regular internal controls of the fulfilment of obligations laid down by the Law, as well as internal audits if it is in line with the scope and nature of the obliged entity’s business operations;
1. Drawing up a list of indicators for identification of persons and transactions concerning whom/which there are grounds for suspicion of money laundering or terrorist financing;
1. Keeping records, protecting and retaining data from such records;
1. Applying measures laid down by the Law in the business units and subsidiaries of the legal entity in the majority ownership of the obliged entity in foreign states;
1. Undertaking other actions and measures pursuant to the Law.

An obliged entity is required to draft adequate internal acts, which will set forth all the necessary actions and measures defined by the Law in order to efficiently manage the ML/TF risk. Internal acts must be proportionate to the nature and size of the obliged entity and must be approved by the Executive Board of the SNC (Article 5 of the Law), i.e., they will be subject to regular professional supervision of the work of notaries in accordance with Article 148b paragraph 1 of the Law on Notaries. 
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